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UT Southwestern 
Medical Center 

Detailed Observation and Action Plans Matrix 
Observation Recommendation Management Response 

Management Action Plan: Risk Rating: High  1. Consult with institutional Information 
1. Investigate and streamline dual and local Resources-Academic and Administrative 1. Implement Additional Controls Over 

accounts to enforce SSO credentials by 
eliminate dual and local account setups. 
Information Resources (IR-AAIR) to SOPHIA User Account Access 

removing non-UTSW emails. Engage AAIR 
There were inadequate controls over access for assistance in converting users currently 
administration of the SOPHIA system. Absence of utilizing Gmail accounts to UTSW email 2. Ensure the primary and alternate system 
adequate user access management and accounts. This will ensure SSO administrative roles are assigned to non-
administration controls increases risk of credentialing for all SOPHIA users. financial personnel. 
inappropriate access to sensitive intellectual 
property data. A review of system access 2. Provide ad hoc temporary administrative 

3. Formalize a process for administering access for financial personnel as needed to identified the following deficiencies: user account setup, required allow access to SOPHIA testing site. 
authorization and monitoring, as well as  Two user accounts with elevated system 

3. Create a formalized process for periodic access reviews. administrator privileges were set up with non-
administering user account setup, required 

UT Southwestern email account logins, i.e., 
authorization and monitoring. Assign 4. Obtain vendor assistance to identify or Gmail. Accounts with non-UTSW email logins 
periodic independent reviews to Manager implement a standard user entitlement are not subject to Single-Sign-On (SSO) 
OTD Compliance. report and their access levels. authentication potentially resulting in security 

access risks. The users also retained 4. This feature currently exists as an option for 
duplicate user accounts in SOPHIA. SOPHIA administrators. 

Action Plan Owner(s):  Users with multiple roles in SOPHIA were 
associated with different system permissions. AVP, Office for Technology Development 

 19 terminated employees retained active AVP, Information Resources Operations 
SOPHIA user account access. 18 of the 19 and Compliance 
had greater than View Only access. 1 of 19 

Target Completion Date(s): had a non-UTSW email account login. 

1. 9/1/2021  A SOPHIA system user access report to 
identify active users and their access 2. 9/1/2021 
permissions was not readily available. This 

3. 9/1/2021 has hindered the completion of periodic user 
access reviews and general user access 4. Complete 
administration to ensure access was limited to 
appropriate employees. 

21:11 Institutional Advancement – Office for Technology Development Audit Page 7 of 11 



 
     

   
 

         
  
                   

     

        
    

  

  
     

  
    
     

 
     

  
    

   
    

  
    

 
    

     
      
    

    
   

  
   

    
  

 
      

   
     

      
 

 
    

     
    

     
     

   
 

    
   

      
 

 
   

  
 

  
   

    
 

 

  

    
  

     
  

  
      

  
   

     
  

 

   

    

 

   

  

  

   

I 

UT Southwestern 
Medical Center 

Detailed Observation and Action Plans Matrix 
Observation Recommendation Management Response 

Risk Rating: Medium  Management Action Plan: 
1. Coordinate with the licensees in question 2. Implement a Follow Up and Escalation Plan 1. Contact the licensees to create a resolution 

to collect old outstanding A/R balances to Resolve Aged Receivables and plan for A/R balances. 
in order to restore status to in-
compliance. Risk rank the remaining 

Undistributed Royalties 
2. Modify OTD policy to include guidance for 

The monthly Intellectual Property (IP) accounts A/R portfolio management. accounts and allocate resources to work 
receivable (A/R) and undistributed royalties them by order of priority. 3. Develop a process for obtaining RSA’s 
pending resolution, due to delays in follow up for 
contain outdated licensee billings and receipts 

(e.g., wait until ready to commercialize). 
2. Establish policy guidance for A/R Modify policy to allow for partial fund resolving open items with licensees. portfolio management to include disbursement to inventors with no issues 

remedies and an option for last resort while working to resolve issues with other  The A/R billed balance of $1.03M as of write-off. inventors. 
with due dates of 90 days or older. The 
March 2021 included $266k in receivables 

3. For undistributed revenue balance 
majority of overdue balances pertained to withholdings, develop frequency of Action Plan Owner(s): patent expenses billed to two licensees for required follow up for missing RSAs and 
reimbursement, pending payment AVP, Office for Technology Development 
modification or license termination. 

policy guidance for fund disbursement 
when there is a delay with estate 
settlement of one member of the 

 The majority of the $2.4M in undistributed Target Completion Date(s): invention team. 
revenues pertained to current receipts or 

1. 8/1/2021 items withheld to defray patent expenses. 
$336K of undistributed revenues were 2. 8/1/2021 
pending due to inability to locate Revenue 

3. 8/1/2021 Sharing Agreements (RSA), unresolved 
settlement of an inventor’s 
beneficiary/estate and inconsistent follow 
up with beneficiaries within the last 24 
months. 

Delays in resolving aged items could result in 
untimely collection of revenues from licensees 
and delays in distribution of payments to 
inventors, labs, and the institution’s general fund. 
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UT Southwestern 
Medical Center Appendix B – Risk Classifications and Definitions 

As you review each observation within the Detailed Observations and Action Plans Matrix of this report, please note that we have included a color-
coded depiction as to the perceived degree of risk represented by each of the observations identified during our review. The following chart is 
intended to provide information with respect to the applicable definitions and terms utilized as part of our risk ranking process: 

Risk Definition- The degree 
of risk that exists based 
upon the identified 
deficiency combined with 
the subsequent priority of 
action to be undertaken by 
management. 

Degree of Risk and Priority of Action 

An issue identified by Internal Audit that, if not addressed immediately, has a high 
probability to directly impact achievement of a strategic or important operational 
objective of a UT institution or the UT System as a whole. 

High 

A finding identified by Internal Audit that is considered to have a high probability 
of adverse effects to the UT institution either as a whole or to a significant 
college/school/unit level. As such, immediate action is required by management 
in order to address the noted concern and reduce risks to the organization. 

Medium 

A finding identified by Internal Audit that is considered to have a medium 
probability of adverse effects to the UT institution either as a whole or to a 
college/school/unit level. As such, action is needed by management in order to 
address the noted concern and reduce the risk to a more desirable level. 

A finding identified by Internal Audit that is considered to have minimal probability 
of adverse effects to the UT institution either as a whole or to a college/school/unit 
level. As such, action should be taken by management to address the noted 
concern and reduce risks to the organization. 

Priority 

Low 

It is important to note that considerable professional judgment is required in determining the overall ratings presented on the subsequent pages of 
this report. Accordingly, others could evaluate the results differently and draw different conclusions. It is also important to note that this report 
provides management with information about the condition of risks and internal controls at one point in time. Future changes in environmental 
factors and actions by personnel may significantly and adversely impact these risks and controls in ways that this report did not and cannot 
anticipate. 
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