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Executive Summary

Background

The Institutional Review Board (IRB) is the administrative body established to protect the rights and welfare of human research subjects. All research
projects conducted by faculty, students, or employees of UT Southwestern Medical Center (Medical Center), which involve living humans or identifiable
data about living humans, require prior review and approval by the IRB. The Medical Center has four multipurpose boards (IRBs). Each IRB consists of
physicians, scientists, non-scientists, and community members who serve to protect the rights and safety of human research subjects in accordance with
U.S. Department of Health and Human Services (HHS) (45 CFR 46), and U.S. Food and Drug Administration (FDA) (21 CFR 50 and 21 CFR 56)
regulations.

Medical Center policy defines the jurisdiction of the IRB. In accordance with the Federalwide Assurance (FWA) on file with the U.S. Department of Health
and Human Services, the IRB reviews and approves research involving human subjects conducted at the Medical Center and the following institutions:

Children's Medical Center

Parkland Health & Hospital System
Texas Scottish Rite Hospital for Children
The Retina Foundation of the Southwest

The IRB staff within the Research Protection Office of the Medical Center coordinates IRB activities. Staff responsibilities include regulatory filings,
membership orientation, training, scheduling of IRB meetings, and maintenance of the studies within the eIRB System database. The elRB System is the
official record of the research studies. All supporting documentation, approvals, board meetings, board decisions and status of the studies are
documented and maintained in elRB.

Depending on the level of risk identified for the submitted study, the IRB will conduct a full board study review or expedited review. The IRB also will
perform exempt reviews to confirm a study meets the regulatory criteria for exempt status. Each of the four boards meets twice per month. See Appendix
B for statistics on the volume of IRB activities and approved studies during the scope period of the audit.

Scope and Objectives

The Medical Center Office of Internal Audit has completed its IRB Oversight audit. This is a risk based audit and part of the fiscal year 2014 Audit Plan.

The audit scope period included activities of the IRB from September 1, 2013 to July 31, 2014. The review included operations from the assignment of IRB
members up to and including the study approval process. Post-approval IRB operations were not included in the scope of this review. Audit procedures
included interviews with stakeholders, review of policies and procedures and other documentation, substantive testing, and data analytics.

We conducted our examination according to guidelines set forth by the Institute of Internal Auditors’ International Standards for the Professional Practice
of Internal Auditing.

Fieldwork was initiated, performed, and completed during September and October 2014 and consisted of the following primary objectives:
e |IRB operations are compliant with federal regulations and Medical Center policies regarding protection of human subjects.

e IRB membership is appropriate based on federal regulation requirements for diversity and qualifications.

e New study decisions are made based on complete and relevant documentation, and sufficient review by appropriate levels of authority.
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e All submission fees due to the IRB are invoiced and accurately accounted for.
e Appropriate system controls are in place.

Conclusion

Overall, processes and controls for the IRB oversight were in place and operating effectively. We did not identify any significant observations (i.e. high or
medium/high). No observations represented a violation of regulatory requirements. Specific strengths include:

IRB operations were well documented and compliant with federal regulations.

There was sufficient documentation to support the decisions and actions of the IRB.

The membership demographics of each IRB met the regulatory requirements for diversity and qualifications.
Study decisions were supported by evidence of sufficient review by appropriate levels of authority.

Included in the table below is a summary of the observations noted, along with the respective disposition of these observations within the Medical Center
internal audit risk definition and classification process. See Appendix A for Risk Rating Classifications and Definitions.

FEROI Vedium/High (0) Medium (1) Low (3) Total (4)

The key improvement opportunity risk-ranked as medium is summarized below.

IRB Membership Administration — Onboarding and off-boarding processes for IRB membership changes need improvement. New member
training and documentation requirements were not consistently tracked to ensure completion. Additionally, system access privileges were not
removed for prior members of the IRB.

Management has plans to address the issues identified in the report and in some cases have already implemented corrective actions. These responses,
along with additional details for the key improvement opportunity listed above and other lower risk observations are listed in the Detailed Observations and
Action Plans Matrix (Matrix) section of this report.

We would like to take the opportunity to thank the departments and individuals included in this audit for the courtesies extended to us and for their
cooperation during our review.

Sincerely,

%/ o4 /%é{/f/ﬂ

Valla Wilson, Assistant Vice President for Internal Audit

UTSW Medical Center Institutional Review Board Oversight Audit
Page 4 of 11



UT Southwestern

Medical Center
Executive Summary

Audit Team:

Angeliki Marko, Senior Internal Auditor

Kelly Iske, Manager of Internal Audit

John Maurer, Senior IT Auditor

Jeff Kromer, IT Manager of Internal Audit

Tim LaChiusa, Assistant Director of Internal Audit

Valla Wilson, Assistant Vice President for Internal Audit
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Observation

Recommendation

Management Response

Risk Rating: Medium

1.

Membership Administration

Onboarding and off-boarding processes for IRB
membership changes need improvement.

Onboarding - IRB staff is responsible for ensuring
newly appointed IRB members obtain all orientation
materials and complete orientation requirements
(e.g. training) before participating in IRB activities.
Based on a review of all 14 new members added to
the IRB in fiscal 2014, we identified the following:

e While a process was in place to track required
training for Medical Center employee IRB
members, a process was not in place to track
required training for external community
members. Testing identified one new IRB
community member had not completed required
Conflict of Interest training.

e One new IRB member did not have a signed
member agreement on file.

e New IRB member appointments by the
President of the Medical Center were not
formally documented as described within the
Institutional Review Board Written Procedures.

Off-boarding - IRB staff must also ensure each
new IRB Chair or member is granted the
appropriate level of access to the eIRB system.
However, procedures were not in place to remove
assigned system access for individuals who were
no longer on the IRB. System records indicated 11
former members who still had active IRB Chair or
IRB Member access.

Collaborate with the identified IRB member
who had not completed the required Conflict
of Interest Training to ensure completion.

Establish formal onboarding and off boarding
checklists to ensure all required steps are
completed for IRB membership changes.

Collaborate with the President’s Office and
determine the appropriate communications,
authorizations and retention necessary for
the appointment of new Chairs and members
to the IRB.

Establish a process to review elRB system
access reports on a periodic basis in order to
identify and correct inappropriate access.

Update the written procedures to reflect the
revised processes, as necessary.

Management Action Plans:

1. The IRB Manager has contacted the volunteer
IRB community member to request that he
complete the COl training by the end of
November.

2. All of the identified former IRB members have
had their IRB member access removed in the
elRB system.

3. As part of the AAHRPP accreditation process,
we are currently revising and enhancing the IRB
Member onboarding and off-boarding
processes. The revisions and enhancements
will include development of the following:

e Specific training requirements for the
community members that are more relevant
to their role with the IRB.

¢ An onboarding and off-boarding checklist
for IRB staff to utilize.

e Standard operating procedures (SOP) with
the President’s office in regards to IRB
member appointments.

e Procedures to review elRB system access
reports on a periodic basis.

4. Procedures will be updated as necessary to
reflect the new processes.

Action Plan Owners:

Director, Research Protections
Target Completion Dates:

1. November 30, 2014

2. Complete
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Observation

Recommendation

Management Response

3. Revisions/enhancements developed by
December 31, 2014 and implemented by March
1, 2015.

4. March 1, 2015

Risk Rating: Low

2.

elRB System Access

Security access controls need to be strengthened.
Testing revealed 10 users were granted the IRB
Staff role to view private IRB documents. However,
this role also granted approval privileges not
required for their job duties.

Testing confirmed that all study approvals recorded
in the elRB system during fiscal year 2014 were
performed only by authorized individuals working
within the IRB office. Also, history reports and audit
trails exist in the elRB system that would likely
detect inappropriate approvals by non IRB staff.
However, prudent system controls restrict system
access to privileges only those required for specific
job duties.

Establish a role in the elRB system that will
allow read only access to private IRB
documents, which can be assigned to those
individuals who require this access for
monitoring purposes.

Once a read only access is available,
reassign non IRB staff who had been
assigned the IRB Staff level privileges to the
new roll. Grant IRB Staff level privileges only
to individuals who have actual approval
authority.

Management Action Plans:

1. Functionality has been added to an existing
read-only role in eIRB (Research Administration
role) that provides read only access to IRB
documents for monitoring purposes only.

2. All non IRB staff has been reassigned to the
Research Administration role. Only IRB office
staff will be granted the IRB staff privileges
moving forward.

Action Plan Owners:

Director, Research Protections
Sr. Manager, Academic Information Systems

Target Completion Dates:

1. Complete
2. Complete
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Observation

Recommendation

Management Response

Risk Rating: Low

3.

IRB Fees

Procedures are not in place to ensure sponsors are
billed for all studies submitted to the IRB for review.
For studies that are submitted by for-profit industry
sponsors, the IRB is entitled to charge the sponsors
IRB submission fees of $1000 for expedited reviews
and $3000 for full board reviews. Currently these
fees are invoiced only after the contract is executed
and a sub ledger account is created for an approved
study.

We identified one approved expedited study that
was withdrawn after the IRB review. The IRB
submission fees, though earned, were not invoiced
because procedures were not in place to invoice
IRB fees for withdrawn projects.

However, because the number of withdrawn studies
is low (3 to 5 per year) the potential lost revenue is
not material.

Establish procedures to identify and invoice the
for-profit industry sponsors for eligible IRB
submission fees, including for those studies
withdrawn after IRB reviews.

Management Action Plan:

The Office for Clinical Research Facilitation will draft
and implement standard operating procedures
(SOPs) for invoicing industry sponsors for IRB fees.
Sample SOPs have been reviewed and a draft
procedure is underway. Draft will be completed by
November 30, 2014 and revised procedure will be
implemented by December 31, 2014.

Action Plan Owners:

Vice President for Research Administration
Director of Office for Clinical Research Facilitation
Target Completion Date:

December 31, 2014
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Observation

Recommendation

Management Response

Risk Rating: Low

4.

IRB Written Procedures

Institutional Review Board Written Procedures have
been in place since 2012, but there is no evidence
of formal approval.

Written procedures are specifically required by
Health and Human Services and Food and Drug
Administration IRB regulations, and are subject to
outside review.

Without evidence of management approval,
procedures may not be consistent with
management's understanding and expectations.

Ensure management approval of the IRB written
procedures is documented after all updates to
the procedures have been finalized.

Management Action Plans:

We are in the process of reviewing, revising and
developing SOPs as part of the AAHRPP
accreditation process. We have adopted a new
SOP template which includes an effective date,
review and revision and revision history. All SOPs
will be approved by the VP, Research
Administration.

Action Plan Owners:

Director, Research Protections
Target Completion Dates:
December 31, 2014
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As you review each observation within the Detailed Observations and Action Plans Matrix of this report, please note that we have included a
color-coded depiction as to the perceived degree of risk represented by each of the observations identified during our review. The following
chart is intended to provide information with respect to the applicable definitions and terms utilized as part of our risk ranking process:

Degree of Risk and Priority of Action

The degree of risk is unacceptable and either does or could pose a
significant level of exposure to the organization. As such, immediate action
is required by management in order to address the noted concern and
reduce risks to the organization.

Risk Definition - The degree The degree of risk is substantially undesirable and either does or could pose

of risk that exists based upon a moderate to significant level of exposure to the organization. As such,

the identified deficiency Medium/High Jprompt action by management is essential in order to address the noted

combined with the concern and reduce risks to the organization.

subsequent priority of action

to be undertaken by The degree of risk is undesirable and either does or could pose a moderate

management. level of exposure to the organization. As such, action is needed by
Medium management in order to address the noted concern and reduce risks to a

more desirable lewel.

The degree of risk appears reasonable; however, opportunities exist to further
reduce risks through improvement of existing policies, procedures, and/or
Low operations. As such, action should be taken by management to address the
noted concern and reduce risks to the organization.

It is important to note that considerable professional judgment is required in determining the overall ratings presented on the subsequent
pages of this report. Accordingly, others could evaluate the results differently and draw different conclusions.

It is also important to note that this report provides management with information about the condition of risks and internal controls at one
point in time. Future changes in environmental factors and actions by personnel may significantly and adversely impact these risks and
controls in ways that this report did not and cannot anticipate.
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Figure 1: IRB Study Volumes FY 2014 Figure 2: Studies Approved by Type During
Audit Scope. Total Studies Approved=769

M Full Board - Studies with higher than minimum risk reviewed by the
whole board

B New Study B Continuing Review
Modification B Reportable Event B Expedited - Studies with less than minimum risk reviewed by the
Board Chair or Vice Chair

@ Relying on a non-UT Southwestern IRB (e.g. CIRB approved or other UT
Component IRB)

W Exempt - Reviews to confirm a study meets the regulatory criteria for
exempt status (no human research risk)

2% 1%
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